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Avoid Hiring a Computer Expert Wit-less
Introduction

As the world becomes more computerized, you may find yourself in need of an information technology or computer expert witness.  There is no simple way to determine whether the individual you hire has the requisite skills and knowledge base to be a good witness for your client.  Too many times attorneys have consulted with the kid next door on computer related issues. While this may be perfectly acceptable for a quick in office consultation, I genuinely doubt the court will accept expert testimony from a high school student.
So this article is meant to help you cut through the techno-babble and get to some serious answers that will help you to better serve your clients.

Finding the Right Computer Expert
Hiring a computer expert can be a daunting task.  Finding the right person to help build and support your case means trusting a stranger -- even when you don't understand exactly what they're talking about!  Unfortunately, you can’t always tell whether an expert has what it takes just by looking at their resume or educational background. 

Technology changes quickly and when choosing an expert there’s no substitute for a recent, relevant work record.  Computer consultants can often serve as excellent expert witnesses.  Start with contacts that have first-hand experience with computer consultants.  Check with other attorneys, professional organizations, the local chamber of commerce, or even your accountant.  If all that fails, a local computer dealer may also be able to refer you to a consultant.  

Be careful using the Internet as a means of finding an expert witness.  I recently used the Google search engine (www.google.com) using the key words “computer expert witness.”  I received 173,000 web page hits for my browsing pleasure.  Be careful, the Internet can eat up precious time.
Certifications

Unfortunately there is no Bar Association in the computer world.  So, anyone can claim to be a computer expert.  Luckily there are a few ways to test their expertise.  While college degrees will show a good general knowledge base, a better gauge of specific technical competency are industry certifications.
Some vendors, including Microsoft, Cisco and Sun Microsystems, offer official certification programs for individuals and businesses.  Certified experts may charge more, but a reputable certificate program gives you peace-of-mind -- you know that your potential expert knows his business.
Be sure your client tells you what technology is involved in your case.  You will want to hire an expert that has a good, working knowledge of the specific product involved.  Basically, don’t hire an expert with certifications from Cisco when the case revolves around Microsoft technology.  As the technology gets more complicated you may be required to hire multiple experts; one for each product involved.
Some technology consultants will argue that industry certifications only prove that you can pass an exam.  If this is the case it is surprising how few people actually pass certification exams.  According to Microsoft the average passing rate for certification exams is between 6-13%, depending on the exam.  In some cases candidates are required to pass up to seven exams to attain a particular certification level.  These exams prove your expert has a thorough understanding of the vendor’s technology.

The biggest problem with all these certification programs is simply the overwhelming number of certifications and their tendency to lapse into jargon. However, the key is understanding what are the core technologies covered by the program. 

Computer Technology Industry Association (CompTIA)
 is the master of vendor neutral certificate programs. “Vendor neutral” means they address the core technology involved without becoming specific into any company’s products. These certificates are purely entry-level and are only useful if the technology issues in your case are rather rudimentary. The various certifications offered by CompTIA include:
· A+: is a testing program that certifies the competency of entry-level (6 months experience) computer service technicians.  The test covers a broad range of hardware and software technologies, but is not bound to any vendor-specific products.
· i-Net+: this is another entry-level Internet certification program that tests baseline technical knowledge of Internet technologies.  Earning this certificate means the individual displays entry-level knowledge of Internet basics, development, networking, and security. 

· Network+: this certification measures the technical knowledge of networking professionals with 18 - 24 months experience in the IT industry.  Earning the Network+ certification means that the candidate possesses the knowledge needed to configure and operate a variety of networking products.
· Server+: this certification deals with advanced PC hardware issues, such as RAID, SCSI, multiple CPUs, SANs - and more.
· Linux+: this certification measures Linux knowledge and skills for an individual with at least 6 months practical experience.  The target market for Linux+ certification is any individual interested in demonstrating fundamental Linux knowledge and skills.

Cisco Systems
 also offers a certification program. Cisco is the world leader in development of advanced network technology. If the issues of your case revolve around a large Internet Service Provider or a complex computer network that covers multiple sites, you could benefit from the help of a Cisco certified expert.
· Cisco Certified Network Associates (CCNA): focus on basic networks; have the expertise to install, configure and operate basic Cisco-based networks.
· Cisco Certified Network Professionals (CCNP): have the expertise required to install, configure, operate and troubleshoot more complex Cisco-based networks that encompass LAN/WAN routing and LAN switching.
· Cisco Certified Design Associate (CCDA): indicates apprentice-level knowledge of network design for the small office/home office market. CCDA certified professionals can design routed and switched networks involving LAN, WAN, and dial access services for businesses and organizations with networks of fewer than 100 nodes.
· Cisco Certified Design Professional (CCDP): this certification indicates advanced or journeyman knowledge of network design. A CCDP can design routed and switched networks involving LAN, WAN, and dial access services for businesses and organizations with 100 to more than 500 nodes.
· Cisco Certified Internetwork Expert (CCIE): these are the undisputed heavyweights of the Cisco certifications; these individuals are experts in every aspect of advanced computer and telecommunications systems.  A CCIE can command upwards of $1000 per hour!
Microsoft Corporation
 offers the most well known set of industry certifications. Most everyone has heard the radio advertisements heralding a Microsoft certification class. Like it or not, chances are the case you are fighting will involve Microsoft technology. The difficulty arises from the sheer number of certifications offered by Microsoft. Here is a simple description of the various programs that might help you.
· Microsoft Certified Professional (MCP): this certification is given to individuals that demonstrate proficiency in at least one Microsoft product.  To earn this certification you are only required to pass one exam.
· Microsoft Certified Professional + Internet (MCP+I): this credential is for professionals who install and configure server products, manage server resources, extend servers to run CGI scripts or ISAPI scripts, monitor and analyze performance, plan security, and troubleshoot problems.  Candidates must pass three exams.
· Microsoft Certified Professional + Site Building (MCP+SB): this credential is for professionals who plan, build, maintain, and manage Web sites using Microsoft technologies and products.  Certification requires passing two exams.
· Microsoft Certified Solution Developer (MCSD): this is the premier certification for professionals who design and develop leading-edge business solutions with Microsoft development tools, technologies, platforms, and the Microsoft Windows® architecture.  Candidates must pass four exams.
· Microsoft Certified System Administrator (MCSA): this certification is for individuals who will maintain Microsoft-based networks. They are qualified to operate these networks but are not necessarily qualified to design, deploy or install these solutions.  Candidates must pass four exams.

· Microsoft Certified Database Administrator (MCDBA): this credential is for individuals that have exhibited knowledge in operating with Microsoft database technology, in conjunction with Microsoft operating systems.  These consultants should only be hired if your business requires the creation and maintenance of a complex database solution.  Candidates are required to pass four exams.
· Microsoft Certified Systems Engineer (MCSE): this credential certifies professionals who analyze the business requirements for system architecture, design solutions, deploy, install and configure architecture components and troubleshoot system problems.  This is considered the main certification needed by small business network administrators based on Microsoft technology.  To earn this certification, applicants must pass seven examinations.
· Microsoft Certified Partner: Recently Microsoft changed the name of their partner program from Microsoft Certified Solution Provider to Microsoft Certified Partner.  To become a certified partner, Microsoft requires that a corporation hire not less than two Microsoft Certified Professionals.  Within the certified partner program are varying levels of specialization based on the technology proficiencies of the assembled team.  Certified partners are sent monthly updates of all Microsoft technology and provided with “insider” information regarding the marketing and promotion of Microsoft products.  An individual cannot hold this certification.

How to Interview a Tech Geek
First and foremost you must know some specifics about the technologies involved in your case. You don’t need to know every last detail about the technology. You should know what vendor the product comes from, what software is being used, when the technology was implemented or installed and who did the implementation. This will give you a good starting point.
If possible, interview more than one expert before making a choice.  Do they listen?  Do they ask questions about your situation?  Ask them to repeat their understanding of what you want. If the consultant does not ask you questions, be concerned!  A good expert will have dozens of questions, depending on the complexity of your case.
Whatever you do, don't let them hide behind jargon or try to snow you with techno-babble!  That's the best way to get stuck with a big bill later. 
Beware of These Common Traps!

Veterans who have hired computer experts say that you can fall into one of these five costly traps.  Let's see what they are, and how you can avoid them. 
Trap 1: Selecting an Expert without People Skills 

Unfortunately many computer experts are very anti-social.  This can damage your case when your expert clams up during a deposition or testimony.  Be sure you hire someone with at least minimal people skills.  While this may seem humorous it is absolutely true! 
Trap 2: Not Controlling Client Access

Experts with an attitude can wreak havoc.  They will try to control how you run your case, or they will tell your client one thing and you another.  In some situations, your expert will try to schmooze your client in order to get business from them.  In these situations you will be set up as the fall guy if anything goes wrong.  To avoid problems, be sure to you are present whenever an expert meets with your clients.
Trap 3: Selecting a Consultant without Expertise 

Knowing computers is one thing.  Knowing the particular area of data processing necessary to prove your case is quite another.  The interaction of software, hardware, networks and operating systems has become so complex that a lot of times you know there is a problem but you don't know where solution lays.  All the more reason to take more time laying the groundwork with interviews.  You need to find someone with the right set of skills to address your client’s problems. 

Trap 4: People Yap Too Much
Make sure your expert is aware that “loose lips sink ships.”  If necessary get them to sign a Non-Disclosure Agreement.  The last thing you want is for your expert to blab your strategy to a friend who happens to be connected to the opposition. 
Trap 5: Be Sure You Trust Your Expert
If you follow the guidance in this article you will go a long way toward sidestepping the most common and costly traps when hiring a computer expert.  But there is one final hurdle to overcome:  Can you trust this person? 
An untrustworthy person can create havoc with case.  Don't hire any expert you can't trust as a human being.
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� http://www.comptia.org/certification/index.htm


� http://www.cisco.com/warp/public/10/wwtraining/certprog/select_cert.html


� http://www.microsoft.com/traincert/mcp/default.asp
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